Leanpath® Privacy Policy
The privacy policy was last modified May 25th, 2018.
Overview

Leanpath is committed to maintaining your confidence and trust, and accordingly maintains the
following Privacy Policy to protect the personal information you provide us online.

This Privacy Policy applies to the information we collect about you when you use our websites,
communications, devices and applications (collectively referred to as our “Services”). The terms

we”, “us”, and “Leanpath” refer to Leanpath Inc., an Oregon corporation with its headquarters
in Beaverton, Oregon as well as our affiliates and subsidiaries.

It does not apply to any third-party site or service linked to our Services or recommended or
referred by our Services or by our staff. Further, it does not apply to any other site or online
service operated by Leanpath, or to any of our offline activities.

What information do we collect?

In the European Union, Leanpath may be referred to as a “data controller,” because we collect,
retain and process personally identifiable information. Dependent on your contractual
relationship with Leanpath, we may also be identified as a “data processor.”

We collect information in three ways: information which you provide us, information which is
collected as you use our Services, as well as information provided to us from other sources.

Information you provide us

While using our Services, you may be asked to provide personal information that identifies you
as user of our Services. This may include information such as: your name, e-mail address, phone
number, position or title at your place of employment, and your postal address. These types of
information we will refer to as your “Personal Information.”

e We do not collect or use personal financial information of any kind.
e We do not collect or use personal health information of any kind.

Information we collect as you use our services

Our systems also collect — automatically — technical details of your interaction with our
Services, including: your Internet (IP) address, browser type and revision, device type, and
operating system. We also collect information on the time and date you interact with our
Services, and how you interact with them — what pages or services you use, how long you use
them, what content you access, what content you download, and referrer URL of your request.
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We may also track your actions in response to any messages you receive from Leanpath or
through our Services, such as whether you opened such messages. If you send or receive
messages through our Services via SMS text message, we may log phone numbers, phone
carriers, and the date and time that the messages were processed. Carriers may charge
recipients for texts that they receive.

We will refer to these types of information as “Automated Information”.

Information we collect from other sources

From your employer: If we have a contractual relationship with your employer, they may
provide us with the Personal Information that identifies you as user of our Services.

What do we use your information for?
We use the information we collect from our Services for the following purposes:

e Provide you with services that you or your employer has requested: We use your
information to deliver our services, such as sending you summaries, alerts, and

recommendations based on your data from Leanpath Online, that are rendered as part

of your or your employers contract with us.

e Maintain, improve, or develop new services: We use your information to ensure our
Services are working as intended, such as tracking outages or troubleshooting issues
that are reported to us. We may also use your information for testing, research,
analysis, and product development.

e Provide personalized services: Your information helps us to personalize the use of our

Services, such as identifying you by your name when you are logged into our Services.

¢ Communicate with you: We use the information we collect, like your email address, to

interact with you directly, in furtherance of our legitimate interests in our relationship
with you. If you have an account on Leanpath Online, you can manage some of your
messaging preferences here. Please note that you cannot opt out of receiving certain
administrative, transactional, or legal messages from Leanpath.

e Monitor effectiveness & compliance: We may use the information we collect, like your

name and the activities you have completed using our Services (e.g feature usage on

Leanpath Online or events submitted using the Tracker) to understand your progress or

compliance with our Services.
We do not rent, sell, trade, or lend any personally-identifiable information we collect, ever.

We do not make decisions concerning you using personally-identifiable information you
provide, ever.
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Sharing your information with your employer

If you register or access our Services in the context of your employment, certain information
about you including your name, contact info, content and any activity related to your account
may be shared with your employer.

What is our legal basis for collecting and using information?

For those in the European Union, the following represents our legal grounds for processing
information about you under EU data protection laws, which is that our use of your information
is based on the grounds that:

e We need it to provide you the Services, including to operate the Services, provide
customer support and personalized features and to protect the safety and security of
the Services. If your use is in the context of your employment, then these commitments
and agreements have been made with your employer;

e We have a legitimate interest in using your information—for example, to provide and
update our Services, to improve our Services so that we can offer you an even better
user experience, to safeguard our Services, to communicate with you, to measure,
gauge, and improve the effectiveness of our Services, to monitor and prevent any
problems with our Services, and to personalize your experience;

e You have given us your consent to do so for a specific purpose; or

e The use is necessary for compliance with a legal obligation.

Do we disclose any information to outside parties?
We do not sell our users’ private personal information.

We share information about you in the limited circumstances outlined below and with
appropriate safeguards on your privacy:

e Subsidiaries, Employees, and Independent Contractors: We may disclose information
about you to our subsidiaries, our employees, and individuals who are our independent
contractors that need to know the information in order to help us provide our Services
or to process the information on our behalf. We require our subsidiaries, employees,
and independent contractors to follow this Privacy Policy for personal information that
we share with them.

e Third Party Vendors: We may share information about you with third party vendors
who need to know information about you in order to provide their services to us. This
group includes vendors that help us provide our Services to you (like payment providers,
email delivery services, customer chat and email support services), those that assist us
with our coaching and marketing efforts (e.g. by providing tools for identifying a specific
target groups or improving communication effectiveness), and those that help us
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understand and enhance our Services (like analytics providers). We require vendors to
agree to privacy commitments in order to share information with them.

e Legal Requests: We may disclose information about you in response to a subpoena,
court order, or other governmental request.

o To Protect Rights, Safety, and Others: We may disclose information about you when we
believe in good faith that disclosure is reasonably necessary to protect the safety or
rights of Leanpath, third parties, or the public at large.

e Business Transfers: In connection with any merger, sale of company assets, or
acquisition of all or a portion of our business by another company, or in the unlikely
event that Leanpath goes out of business or enters bankruptcy, user information would
likely be one of the assets that is transferred or acquired by a third party. If any of these
events were to happen, this Privacy Policy would continue to apply to your information
and the party receiving your information may continue to use your information, but only
consistent with this Privacy Policy, unless you agree to new term

e With Your Consent: We may share and disclose information with your consent or at
your direction.

o Aggregated or De-ldentified Information: We may share information that has been
aggregated or reasonably de-identified, so that the information could not reasonably be
used to identify you. For instance, we may publish aggregate statistics about the use of
our Services.

e Support or Feedback Requests: If you send us a request (for example, via a support
email or one of our feedback mechanisms), we reserve the right to publish that request
in order to help us clarify or respond to your request or to help us support other users.

e Links: Our Services may contain links to unaffiliated third-party services. Except as set
forth herein, we do not share your personal information with them, and are not
responsible for their privacy practices. We suggest you read the privacy policies on or
applicable to all such third-party services.

How long do we keep your information?

We generally discard information about you when we no longer need the information for the
purposes for which we collect and use it—which are described in the section above—and we are
not legally required to continue to keep it.

How do we protect your information?

While no online service is 100% secure, we work very hard to protect information about you
against unauthorized access, use, alteration, or destruction, and take reasonable measures to
do so, such as monitoring our Services for potential vulnerabilities and attacks.

Do we use cookies?

Yes. Some of the Automated Information we collect from you is stored on your computer in the
form of browser cookies. Cookies are small files that are transferred, during a web interaction,

Page 4 of 6 | Version LP-Privacy-All-1000 | Effective May 25,2018



to your computer’s hard drive through your web browser. Cookies allow us to recognize your
browser, and to capture and recall information that assists us in improving your experience of
our services.

We use Cookies in order to: help us remember you, to process your requests, to provide you
with online services, to understand and save your preferences for future website visits and to
compile aggregated unidentifiable data about website traffic and interactions, so that we can
offer better website experiences and tools in the future. We also use Cookies to prevent fraud,
protect your data from unauthorized parties, and comply with legal requirements.

Managing Cookies: It may be possible to disable some (but not all) Cookies through your device
or browser settings, but doing so may affect the functionality of the services available on our
Services. The method for disabling Cookies may vary by device and browser, but can usually be
found in preferences or security settings.

Children’s Online Privacy Protection Act Compliance

We are in compliance with the requirements of COPPA (Children’s Online Privacy Protection
Act), we do not knowingly collect any information from anyone under 18 years of age. Our
Services are all directed to people who are at least 18 years old or older.

If we learn that Leanpath has inadvertently collected personally identifiable data from persons
under 18 years of age without verifiable parental consent, we immediately delete that
information.

If you are a parent or guardian with concerns in this area, please contact our Data Protection
Officer, as described below.

Notification of changes
We may revise this Privacy Policy from time to time. The most current version of the Privacy
Policy will govern our collection, use, and disclosure of information about you. If we make
material changes to this Privacy Policy, we will notify you by email or by posting a notice on the
Service prior to the effective date of the changes. By continuing to access or use the Service
after those changes become effective, you agree to the revised Privacy Policy.
Your privacy rights
Depending on your country of residence, your privacy rights may include the right to:

e Know what Personal Information Leanpath collects, how that information is transmitted

and retained, and to what uses that information is put, generally.
e Know what Personal Information Leanpath retains concerning you, specifically.
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e Receive a machine-readable copy of the Personal Information Leanpath retains
concerning you, solely.

e Change Personal Information Leanpath retains concerning you, specifically.

e Request the deletion of Personal Information Leanpath retains concerning you, solely.

e Know what permissions and processing authorizations you have given Leanpath, with
respect to your Personal Information.

e Change or revoke permissions and processing authorizations you have given Leanpath in
the past, with respect to your Personal Information.

e Receive notification in the unlikely event that your Personal Information or personally-
identifiable Automated Information is inadvertently breached by Leanpath.

At any time, you may take action on the rights listed above by contacting Leanpath’s Data
Protection Officer (DPO) as indicated below:

Contacting us

If there are any questions regarding this privacy policy, you may contact us using the following
information:

Data Protection Officer
dpo@Ileanpath.com

Leanpath, Inc.

8305 SW Creekside Place, Suite A
Beaverton, OR, USA 97008
+1.877.620.6512

www.leanpath.com
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